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INTRODUCTION

This lgpd Guide is intended for companies in the pharmaceutical 
sector associated with sindusfarma – Pharmaceutical Products In-
dustry Union and interfarma – Association of the Pharmaceutical 
Research Industry. The document has been prepared from the origi-
nal consultancy work carried out by law firm Chenut Oliveira Santi-
ago Sociedade de Advogados under coordination from Dr. Fernando 
Santiago, subsequently modified and adapted by employees from a 
group of associates.

Law 13.709/18 and subsequent amendments has inaugurated a new 
scenario in the Brazilian legal system with regard to the protection of 
all Brazilians’ personal information. In spite of the existence of laws 
and regulations that, to greater or lesser extents, already offered legal 
protection to personal information, it is undeniable that the new law 
established a new regulatory legal model for the country.

As expected, the text now presented is not binding. It is a construc-
tion aimed at guiding those who shall have to subject themselves to 
the new reality, on the one hand, and bring certain aspects of the sec-
tor to the attention of society in this area, on the other. Its objective is 
simply to guide the Associates as to the existing rules in the lgpd with 
emphasis on corporate areas inherent to the economic sector, includ-
ing pharmacovigilance, clinical research, relationships with patients 
and health professionals.
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In view of this purpose, the Guide brings to the Associates an instru-
mental view of the lgpd, with specific recommendations for the ad-
equacy of the Pharmaceutical Industry in relation to that reference.

Thus, sindusfarma and interfarma hope that the Guide shall con-
tribute to the adequateness of its associates and to the debate on un-
derstanding the application of the lgpd to the pharmaceutical sector 
in Brazil.
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DEFINITIONS

i. Personal data: information related to an identified or identifiable 
natural person.

ii. Sensitive personal data: personal data about racial or ethnic or-
igins, religious beliefs, political opinions, membership in a union or 
organization of religious, philosophical or political natures, data re-
lating to health or sexual life, genetic or biometric data, when linked 
to a natural person.

iii. Anonymized data: data related to the Holder that cannot be 
identified, considering the use of reasonable and available technical 
means at the time of their handling.

iv. Database: structured set of personal data, established in one or 
several locations, in electronic or physical framing.

v. Holder: natural person to whom the personal data that are being 
handled refer to.

vi. Controller: natural or legal persons, under public or private laws, 
that are responsible for decisions regarding the handling of personal 
data.

vii. Operator: natural or legal persons, under public or private laws, 
that handle personal data on behalf of the Controller.
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viii. Person in Charge: person appointed by the Controller and Op-
erator to act as a communication agent among the Controller, data 
Holders and the National Data Protection Authority (ANPD).

ix. Handling agents: the Controller and the Operator.

x. Handling: any operation performed with personal data such as 
those referring to the collection, production, reception, classification, 
use, access, reproduction, transmission, distribution, processing, fil-
ing, storage, elimination, evaluation or control of information, modi-
fication, communication, transfer, disclosure or extraction.

xi. Anonymization: use of reasonable and available technical means 
at the time of handling, whereby data lose the possibility of associa-
tion, directly or indirectly, with an individual.

xii. Consent: free, informed and unambiguous statement by which 
Holders agree with the handling of their personal data for a specific 
purpose.

xiii. Blocking: temporary suspension of any handling operation by 
keeping personal data or the database.

xiv. Elimination: deletion of data or data set stored in a database, re-
gardless of the procedure employed.

xv. International data transfer: transfer of personal data to a for-
eign country or international body of which the country is a member.

xvi. Shared use of data: communication, broadcast, international 
transfer, interconnection of personal data or shared handling of per-
sonal databases by public bodies and entities in the fulfillment of their 
legal powers or between these and private entities, reciprocally, with 
specific authorization, for one or more handling modalities allowed 
by these public entities or among private entities;
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xvii. Report on the impact of the personal data protection: the 
Controller’s documentation that contains the description of the pro-
cesses for handling personal data that may generate risks to civil lib-
erties and fundamental rights as well as measures, safeguards and risk 
mitigation mechanisms;

xviii. National authority: Brazilian public administration body re-
sponsible for overseeing, implementing and supervising compliance 
with this Law throughout the Brazilian territory.

xix. Legitimate Interest Tests: tests to be carried out in certain cir-
cumstances when the legal basis of the handling is “legitimate inter-
est of the Controller or third parties” with the objective of assessing 
the impacts on the Holders’ rights and freedom as well as their rea-
sonable expectations regarding the handling of their personal data.
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1
WHAT IS THE 
BRAZILIAN  
GENERAL DATA 
PROTECTION  
ACT?

The Brazilian General Data Protection Act (lgpd), Federal Law No. 
13.709 of August 14, 2018, has the purpose of disciplining the han-
dling of personal data, including in digital media, by a natural per-
son or a legal person under public or private laws, with the objective 
of protecting the fundamental rights of freedom and privacy and the 
free development of natural person’s personality.

The explanatory memorandum to the Bill (pl) that originated the 
lgpd – pl No. 4.012/2012- expresses the concern with the way in 
which personal data has been handled in Brazil, especially in view of 
recent years’ technological advances.

It was based on these premises that the Congress and the President of 
the Republic approved the lgpd, which seeks, first of all, to ensure 
persons’ dignity by means of their intimacy and privacy protection.
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2
LGPD’S  
PRINCIPLES

The basic principles of Personal Data Holders are those that should 
be observed by everyone:

i. Good faith: it is commonly interpreted as the attitude expected 
from average individuals based on the social values and ethical con-
duct expected from a society.

ii. Purpose: to carry out the handling for legitimate, specific, explicit 
and informed purposes to the Holder without the possibility of fur-
ther handling in a manner incompatible with these purposes.

iii. Adequateness: compatibility of the handling with the purposes 
informed to the Holder, according to the handling context.

iv. Necessity: limitation of the handling to the minimum necessary 
for its purposes accomplishment, with coverage of the relevant data, 
proportional and not excessive in relation to the data handling pur-
poses.

v. Free access: guaranteeing to Holders free and easy consultation 
on the form and duration of handling as well as on their personal 
data integrality.
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vi. Data quality: guaranteeing the data Holders the accuracy, clarity, 
relevance and updating of the data according to the needs and for the 
fulfillment of their handling purposes.

vii. Transparency: guaranteeing Holders clear, accurate and easily 
accessible information about the handling and the respective handling 
agents, observing commercial and industrial secrets.

viii. Security: use of technical and administrative measures to pro-
tect personal data from unauthorized access and accidental or un-
lawful situations of destruction, loss, alteration, communication or 
broadcast.

ix. Prevention: adoption of measures to prevent the occurrence of 
damages due to the personal data handling.

x. Nondiscrimination: impossibility of carrying out the handling for 
illicit or abusive discriminatory purposes.

xi. Responsibleness and accountability: demonstration, by the 
agent, of the adoption of effective measures capable of proving ob-
servance and compliance with the rules of protection of personal data 
and even of the effectiveness of these measures.
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3
STRUCTURING 
ACTIONS  
TO ASSIST  
THE LGPD

3.1.	 Appointment of a Person in Charge for handling 
personal data (Data Protection Officer – DPO)

The lgpd imposes on the Controller the obligation to appoint a Per-
son in Charge of handling personal data (etd), better known by the 
term “Data Protection Officer (dpo)” (article 41).

Initially, the lgpd text associated the Person in Charge only with 
the Controller. However, the lgpd current wording allows the ap-
pointment of this important professional by the “Operator” (arti-
cle 5, viii).

The appointment of a Person in Charge has the objective of at-
tributing to a certain individual or legal entity the responsibility 
for the initiative, centralization and coordination of all the actions 
necessary for the implementation of a complex project to adapt to 
the lgpd.
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The criteria for appointment and dismissal of the Person in Charge 
shall be subject to regulation by the future National Data Protection 
Authority (anpd), considering the nature and size of the entity or the 
volume of data handling operations.

Under the lgpd terms, the Person in Charge has the following duties:

3.1.1.	 Accepting complaints and communications from Hold-
ers, providing clarifications and taking action;

3.1.2.	 Receiving communications from the National Authority 
and taking action;

3.1.3.	 Guiding the entity’s employees and contractors about 
the practices to be taken in relation to the protection of 
personal data and

3.1.4.	 Performing the other attributions determined by the 
Controller or established in complementary norms

3.2.	 Development of a Personal Data Handling Record

Development and maintenance of a handling record are structural 
elements of the greatest importance and their conservation is man-
datory for the purposes of internal control, audit and inspection 
(article 37).

Record of handling provides companies with knowledge about how 
they handle personal data in their multiple activities, generating 
knowledge and a global view of the company’s activities and de-
partments.

By offering a global view of the company, the record represents an 
extremely useful tool, being the starting point for any action or in-
vestigation related to personal data, especially in cases of incidents.
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Thus, each activity or action involving personal data within the com-
pany must be represented by a handling record. Considering the 
procedure novelty, it is suggested that its initial preparation be en-
trusted to those responsible for carrying out these activities with the 
assistance of the Person in Charge or specialized professionals. After 
structuring the first version and increasing the knowledge and under-
standing of those involved about the document, its constant updating 
can be regularly done by the performers of the activity portrayed in 
the record, with no mandatory model for its realization.

For the record, reference is made to the minimum information:

3.2.1.	 Record object activity;

3.2.2.	 Objectives pursued – describing the handling purpose;

3.2.3.	 Categories of people involved – Holders of personal 
data;

3.2.4.	 Categories of data collected – the types of data involved 
in the activity;

3.2.5.	 Retention periods for each data category;

3.2.6.	 Data recipient categories;

3.2.7.	 Data transfers abroad;

3.2.8.	 Security measures;

3.2.9.	 Legitimate Interest Tests (tli/lia (Legitimate Interests 
Assessment));

3.2.10.	Data Privacy Impact Report (ripd/dpia (Guidelines on 
Data Protection Impact Assessment)).
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3.3.	 Development of Policies Related to the Handling of 
Personal Data

An important element for the company’s internal structuring in com-
pliance with the rules provided for in the lgpd is the creation of 
policies and procedures that must be observed by everyone in the 
company and by those who relate to it and that interact with per-
sonal data.

Among the policies and procedures we highlight (i) Privacy Policy, 
(ii) Personal Data Protection Policy, (iii) Personal Data Retention 
Policy, (iv) Personal Data Access and Circulation Policy and (v) 
Personal Data Sharing Policy. Such Policies may provide for the fol-
lowing topics.

3.3.1.	 Privacy Policy

i.	 Introduction;

ii.	 Specific purposes of the handling;

iii.	 Form and duration of the handling;

iv.	 Controller’s identification;

v.	 Controller’s contact information;

vi.	 Information about the shared use of data by the 
Controller and the purpose;

vii.	 Responsibilities of the agents who shall carry out 
the handling;

viii.	 Holder’s rights.
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3.3.2.	 Personal Data Protection Policy

i.	 The basic principles to be observed for the handling 
of personal data by the company;

ii.	 The way of handling sensitive data;

iii.	 The processing of personal data by Operators (pos-
sibly with a link to the clauses to be inserted in 
Contracts with third parties);

iv.	 How transfers of personal data to third countries 
are handled;

v.	 The personal data Holders’ rights;

vi.	 The procedures for handling data Holders’ com-
plaints;

vii.	 Observation of privacy rules from the design stage 
of the company’s products and processes (privacy 
by design);

viii.	The occasions when an impact analysis on the 
protection of personal and other data must be car-
ried out.

3.3.3.	 Personal Data Retention Period Policy

The storage time may be legal or conventional, depending on the 
nature of the data. The legal term must follow the retention time 
provided for by laws and regulations, when applicable, and the 
conventional term must be stipulated by each company depend-
ing on the nature of the handling.
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As an example, a document unrelated to fgts (Federal Severance 
Pay Fund) or inss (National Institute of Social Security) dealing 
with an employee’s employment Contract (e.g., medical certifi-
cate, authorization for discounts not provided for by law, etc.) 
can be filed for up to five (5) years during the employment sit-
uation and up to two (2) years after the termination of the em-
ployment Contract. Such term is determined by law (Brazilian 
Federal Constitution, Article 7, xxix and clt (Brazilian Consol-
idation of Labor Laws), article 11).

On the other hand, there is a variety of handling situations of 
personal data, the filing deadline of which is not determined by 
law such as, for example, the retention time of personal data of 
a commercial prospectus. For such data – and in the absence of 
an indication by the regulatory authority – the company must 
stipulate a retention period that is consistent with market prac-
tices and the nature of the handling, justifying the reason for the 
adopted period.

3.3.4. Internal Access Control Policy

An access control policy must be carried out by each company, 
regarding the size, sector of activity and structure, limiting ac-
cess to the company’s database. It is therefore a question of de-
termining which areas – or even which jobs within each area 
– really need full or partial access to the company’s personal 
database and to structure the implementation of this access 
compartmentalization with the responsible sector by informa-
tion technology.

In this sense, the company’s Internal Access Control Policy deter-
mines the access profile of each area to the company’s database 
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– possibly with different access profiles within each area, if ap-
plicable, the procedure to be adopted in case of need to access 
blocked personal data and the person responsible for examining 
that request.

For example – except if the circumstances of the specific case 
justify it – the personnel department of a company would not, 
in principle, need access to the database used for commercial 
prospecting.

3.4.	 Adequacy of Contracts

It is believed that every company, at some point, shares personal data. 
Thus, it is necessary that the Contracts by which the Controller re-
lates to a third person establish the qualification of the parties (Con-
troller and Operator) in terms of the lgpd, specific confidentiality 
about personal data and the allocation of responsibilities.

It is worth remembering that the lgpd holds all handling agents 
(Controllers and Operators) responsible for the security and guaran-
tee of the integrity of the personal data they handle (article 46) and 
the Operator can be considered jointly and severally liable with the 
Controller if they fail to comply with the lgpd or fail to follow the 
lawful instructions instituted by the latter (article 47). The relation-
ship between the handling agents, therefore, must be defined in an 
appropriate contractual instrument.
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3.5.	 Structuring of the International Flow of  
Personal Data

In the event that the company transfers personal data abroad, it must 
follow the requirements provided for in article 33 of the lgpd.

It is worth remembering that international data transfer is a more 
common practice than imagined. In effect, companies often contract 
the storage of their database or e-mails on servers (cloud computing) 
located abroad.

The subject still needs regulation by the National Data Protection Au-
thority, to be created by the Brazilian Federal Government. However, 
as an example, international data transfer may occur:

i.		�  with the consent for such act granted by the Holder of the trans-
ferred personal data (highlighted and with prior information of 
the international nature of the operation).

ii.		�  by drafting a specific contractual clause with the recipient of the 
data abroad including the guarantees of compliance with the 
principles, the Holder’s rights and the data protection regime 
provided for in the lgpd (such clause must be adequate to the 
positions to be issued later by the anpd);

iii.		� in compliance with legal or regulatory obligations by the Con-
troller.

3.6.	 Mechanisms to Ensure the Exercise of Rights by 
Holders of Personal Data

The lgpd has brought a series of new rights and guarantees (mainly 
articles 17 and 18) to the personal data Holders. As an example, 
personal data Holders may request confirmation of the existence of 
handling, correction of inaccurate data or their deletion as well as 
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information about public or private entities with which the Control-
ler may have shared personal data from those.

3.7.	 Employees’ Awareness Training

The principle of necessity is one of the lgpd’s basic principles. It es-
sentially concerns the quality of personal data handled by the Con-
troller. The latter, by means of their employees, must stick to collection 
and handling of data strictly necessary for the purpose for which it 
was collected.

Observance of this principle implies a drastic reduction in the quan-
tity and type of data (quality) collected and all those that are not 
essential for the achievement of the intended purpose should be 
eliminated.

In this sense, the organization of training for employees is an essen-
tial element for achieving the objectives advocated by the lgpd. The 
frequency of this training shall depend on the size, profile, volume of 
personal data handled and periodicity of renewal of the employees of 
each company. Respect for the standard is more easily achieved when 
it is understood by those responsible for its application.
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4
IMPLICATIONS  
OF THE LGPD 
ON THE MAIN 
AREAS OF THE 
PHARMACEUTICAL 
INDUSTRIAL  
SECTOR

4.1.	 Human Resources Sector

Due to the amount and diversity of personal data that the Human 
Resources (hr) sector handles, it stands out as one of the most af-
fected by the lgpd.

The company’s hr sector handles not only the company’s employ-
ees’ personal data but also those of their dependents and those of job 
seekers. Such data are often sensitive in nature (medical certificates) 
or refer to minors (dependents), which reinforces the need for their 
inclusion and protection.
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Thus, below are the main points that are submitted to the hr but 
which may vary due to the follow-up, size, origin and other factors 
inherent to the company.

4.1.1. Extensive Information to Holders of Personal Data

Employees and Contractors managed by the hr sector must re-
ceive an information note on the handling of their personal data. 
A simple and effective means of achieving this objective consists, 
for example, of fixing this document in strategic places in the 
workplace or even disseminating it through internal company 
networks. Gradually this news item of information must be in-
corporated into new employment or outsourcing Contracts by 
means of the inclusion of a specific clause on the topic.

Regarding apprentices, information about the handling must be 
provided in a simple, clear and accessible way, considering their 
physical, perceptual, sensory, intellectual and mental character-
istics, using audiovisual resources when appropriate.

In the same sense, the means of collecting personal data from job 
seekers must include information on the handling of personal 
data, identifying the purpose, consent for possible sharing, if ap-
plicable, as well as the retention period and the rights conferred 
to the Holder by the lgpd.

If there are surveillance cameras and geolocation of a certain 
category of employees, it is important that such handling be in-
cluded in the information news that is intended for them. Possi-
bly this topic shall be subject to regulation by the anpd.
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4.1.2. Physical File Security

Physical HR files deserve special attention. They must be kept 
under surveillance and with restricted access (including, if ap-
plicable, within the team) until their proper disposal. If these 
files storage location is outsourced, it is suggested that the out-
sourcing Contracts provide for specific security and access con-
trol mechanisms.

4.1.3. Sensitive Personal Data

The sensitive personal data of employees or their dependents col-
lected and handled by the Controller must also be handled with 
care. Most of the time such data are obtained at the time of hir-
ing and are under the custody of the hr sector.

4.1.4. Minors’ Data

Collection of personal data from employees’ dependents is com-
mon for the purpose of assigning various benefits (health plans, 
family allowance and others). The lgpd requires that handling 
be performed in the best interests of children and adolescents. 
Restricted conditions for the handling of children’s data, thus 
considering those under 12 years of age incomplete under the 
terms of the current legislation. In such cases, a good practice 
consists of obtaining specific and highlighted consent by at least 
one of the parents or legal guardian for this handling, empha-
sizing that such consent can be obtained through a highlighted 
clause that is part of the employment Contract of the child’s le-
gal guardian.
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It is important to note that there may be situations that justify 
the handling of children’s data, regardless of obtaining parental 
consent (for example, to comply with legal or regulatory obli-
gations).

In relation to the handling of “apprentices’” personal data, who 
may eventually be legally qualified as adolescents by law, it may 
be based on the execution of the apprenticeship Contract, al-
ways observing details of specific cases.
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5
ADMINISTRATIVE-
FINANCIAL  
SECTOR

As a rule, the Administrative-Financial sector is responsible for activ-
ities related to Controllership, treasury and management of accounts 
payable and receivable. Although the attributions of this sector con-
siderably vary among companies, in most cases the personal data 
handled by it refer to employees, representatives of their customers 
or suppliers.

Often the Administrative-Financial department shares personal data 
with other companies, notably financial institutions and/or credit and 
collection analysis companies.

The diversity of the purposes for which personal data are handled by 
the Administrative-Financial sector shall give rise, depending on the 
case, to different hypotheses of legal basis. As an illustration, there are 
a Contract execution (remuneration) and compliance with legal obli-
gations (Brazilian Social Security), among other possibilities.
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6
PHARMACOVIGILANCE 
SECTOR AND SAC 
(CUSTOMER SERVICE 
DEPARTMENT)

The Pharmacovigilance, Quality and sac sectors often combine two 
similar activities in terms of form but different in terms of content and 
above all in relation to the desired purpose. These are the activities 
of pharmacovigilance or cosmetic products vigilance (depending on 
the company’s activity) and the Customer Service Department (sac).

The pharmacovigilance sector collects sensitive personal data and, 
very often, performs international data transfer. The Customer Ser-
vice Department (sac) is essentially aimed at answering questions and 
complaints from customers but also serves as a platform for reporting 
adverse effects, a typical pharmacovigilance activity.

Thus, it appears that the correct identification of the object of contact 
with the company, in the shortest possible time, is of paramount im-
portance for the Quality sector. The early identification of the nature 
of the call allows to correctly structure the form and, above all, the 
legal basis for the handling of personal data carried out.
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6.1.	 Consent

Regarding the principles imposed by the law, the handling of personal 
data – including sensitive ones – resulting from the activities of phar-
macovigilance and cosmetic products vigilance does not require con-
sent from the data Holder since they are based on the fulfillment of 
legal or regulatory obligations.

Handling of consumers’ personal data related to the sac, excluding 
reports of adverse effects containing data related to health, may be 
justified by legitimate interests. Since the right to the personal data 
protection is extremely specific, eventual need for consent cannot be 
excluded, depending on specific cases and the type of patient (chil-
dren and others).

6.2.	 Period for Retention of Personal Data

Personal data handled by the pharmacovigilance system must be 
stored for the period established in the legislation applicable to the 
subject, especially the regulations issued by the National Health Sur-
veillance Agency (Anvisa).

In relation to personal data collected through the sac and unrelated 
to the activity of pharmacovigilance, companies must determine their 
storage period according to the characteristics of specific cases.

6.3.	 Subcontractors Management

In the case of hiring a company to carry out Pharmacovigilance, Cos-
metic Products Vigilance and sac and Quality activities, as applica-
ble, the Contract must provide, in addition to a specific clause on the 
personal data confidentiality, other clauses specifically applicable to 
personal data protection such as the parties’ (Controller or Operator) 
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qualification, the allocation of responsibilities, the management of the 
Holders’ rights and others.

6.4.	 International Flow of Personal Data

In the case of multinational companies, it is possible that reports of 
adverse events and complaints about the quality of the product are 
sent for knowledge and handling of headquarters abroad. If the per-
sonal data sent is anonymized, there is no additional legal require-
ment related to this transfer.

However, if identification of the Holder is possible, it is necessary to 
observe the rules provided for in article 33 of the lgpd as well as the 
regulations and guidelines of the anpd on the subject.

International data transfer may also be characterized by hiring a third 
person who stores all or part of the Controller’s database on a server 
located outside Brazil, a situation already highlighted in subitem 3.5.
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7
COMMERCIAL  
AND MARKETING 
SECTOR

The Commercial and Marketing Sector, through the Sales Force, of-
ten has access to several categories of personal data, especially those 
from health professionals and doctors. Such data are used both for 
the purpose of visiting these professionals and for sending invita-
tions or collaborations when holding events, exhibitions, classes, 
congresses and others.

It is worth mentioning that, in certain companies, activities and ac-
tions related to the medical profession are subordinate to a medical 
directorate and not the commercial one.

7.1.	 Physicians’ and Customers’ Data

For the purposes of the analysis carried out in this Guide, we clas-
sify health-related professionals into three categories: i) profession-
als or clients who already have regular contact with the company, 
ii) those who are under Contract with the company and iii) pro-
spective ones.
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i.		�  Health-related professionals or customers in regular contact 
with the company.
If there are voluntary acts that show interest in the products or 
information provided by the company, it is possible to sustain 
the legitimate interest as a legal basis for the handling of nonsen-
sitive personal data, both from these professionals and from the 
customers (support and promotion of the Controller’s activities).

ii.		�  Health-related professionals or customers under Contract with 
the company
Handling of nonsensitive personal data from health-related pro-
fessionals and customers can, among other possibilities, be based 
on the execution of the Contract (sponsorship Contract, supply 
Contract, etc.). However, if the handling involves sensitive per-
sonal data, the specific case must be analyzed in order to identify 
the appropriate legal basis.

iii.		 Health-related professionals and prospective clients
Handling of personal data for the purpose of commercial dis-
closure must be analyzed in the light of specific situations and 
it is possible to base the handling of personal data on the com-
pany’s legitimate interests if there is no handling of sensitive 
personal data and this basis proves to be adequate after com-
pletion of the Legitimate Interest Tests. In this way, specific ac-
tions can be individually analyzed, taking into account the type 
of data handled and their primary source, notably if acquired 
from specialized companies. On the topic, it is worth mention-
ing that anonymized information or statistics on products pre-
scribed in a given geographic area are not personal data for the 
lgpd purposes.
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7.2.	 Privacy by Design

The Commercial, Medical, Access and Marketing departments are of-
ten at the forefront of reflections on new projects and communication 
strategies. In this sense, it is important to emphasize the importance 
of incorporating the principle of privacy by design when envisaging 
such projects. It is about taking into account the privacy rules recom-
mended by the lgpd since the conception of new actions, projects and 
products envisaged by the company. Observation of this principle at 
the origin avoids subsequent modification of the processes in order 
to adapt them to the law.
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8
MEDICAL  
AND CLINICAL  
TRIAL SECTOR

Activities of the Medical and Clinical Trial sectors taken into account 
for the purposes of this Guide consist of: i) contracting clinical stud-
ies, ii) managing the relationship with the medical profession and iii) 
managing patient support programs.

Clinical research is a well-regulated subject in Brazil. Personal data 
from both the doctors involved in the studies and those of patients 
are provided for by the Research Ethics Committees (ceps), the Na-
tional Health Council (cns), the National Council of Research Ethics 
(conep) and Anvisa.

Often, a substantial part of clinical research is outsourced to a Rep-
resentative Clinical Research Organization (orpc) (or Contract Re-
search Organization (cro)). In these cases, the Sponsor does not 
have access to the identification of the patients involved in the re-
search since the data are pseudonymous. Patients are mentioned in 
the study electronic clinical record by means of a code susceptible 
of identification solely by confrontation with the Free and Informed 
Consent Term, the safekeeping of which is the Research Institution’s 
responsibility. Thus, this scenario does not seem to us to pose greater 
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challenges for members in relation to the management of personal 
data involved in this activity.

On the other hand, both orpc s and companies that fully internalize 
clinical studies must adopt adequate methods to guarantee the secu-
rity of their databases as well as the anonymization of the handled 
personal data, whenever possible.

Regarding the Patient Support Programs (psp), it appears that this ge-
neric name includes some very different practices. For certain compa-
nies, psp consist of donating medicines for health professionals hired 
by other institutions (associations, outsourced companies and oth-
ers) for use by patients selected by them. In this model, the company 
does not have access to the personal data of the patients attended by 
the entity responsible for the Program, receiving only a report with 
the personal data of the doctors responsible for the application, the 
quantity of medicines supplied and the patients served.

Among other cases, the psp consists of collecting personal data from 
patients in order to register them in a database, offering discounts 
on the purchase of medicines and health information. This type of 
program requires more attention since the company can collect and 
handle personal data related to the health of a significant number 
of people.

One of the first points of attention in relation to the programs 
currently underway concerns the information of the Holders of 
personal data on the handling carried out. In most cases, the infor-
mation currently available to patients is restricted to the purposes of 
the handling, which is why such information must be complemented 
in order to adapt it to the lgpd requirements (form and duration 
of handling, information about the shared use of data, the Holders’ 
rights and others).
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9
TECHNOLOGY  
AND INFORMATION 
SECURITY SECTOR

The activities of the sectors related to Information and Communi-
cation Technology (ict) taken into account for the purposes of this 
manual consist of I) Collection and use of personal data for manage-
ment of access to the Data Network, Applications and Systems, II) 
Mapping of information and data assets, III) Information Security, 
IV) Response plan to Personal Data Security incidents.

The Information Technology sector processes personal data for the 
purpose of registering the initial access to the Company’s data net-
work and allowing the user, using an id (Identifier) and a password, 
to access various services such as Corporate E-mail, Internet, Intranet, 
Telephony, Network services in general and other Systems/Applica-
tions made available according to the needs and function performed 
by the employee/service provider.

It is also the Information Technology sector’s responsibility to main-
tain and monitor the organization’s various assets. It is an area that 
ends up relating to the entire organization and that often knows the 
process of the areas in detail.
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9.1.	 Collection, use and storage of data for access to 
network and information systems

Handling of personal data, including sensitive data in the case of bio-
metrics resulting from Information Technology activities, may rely on 
some legal bases such as i – Consent ii – Legitimate interest from the 
Controller and iii – Execution of Contracts. It is important to note 
that the possibility of these legal bases is considered due to the need 
to grant access to employees (in this case, one can use the legal basis 
of the Controller’s legitimate interest or Contract Execution, unless 
one does not collect biometric data that in this case may additionally 
require the data Holder’s consent – visiting service providers (Con-
sent legal basis) who may need access to the visitor’s Wi-Fi network 
(Consent legal basis).

Points that should be highlighted in this type of data handling:

I.		�  Collecting only the minimum amount of personal data necessary 
for achieving the purpose.

II.		�  Considering the location where the data shall be stored (if there 
is international data transfer) and this should be informed to the 
data Holders.

III.		� Whether personal data shall be shared with third parties (for 
cases where access management is carried out outside the orga-
nization or where the access management system uses the SaaS 
(Software as a service) model). It is necessary to establish specific 
data handling clauses.

IV.		� Data retention period – establishing a temporality table based on 
legal and regulatory requirements for this type of personal data.

V.		�  Maintaining transparency in the use of data for these purposes 
by means of training, notices, newsletters and other.
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9.2.	 Mapping of information and data assets

The Information Technology area is an important player in the 
privacy and data protection scenario as it is able to assist in the 
understanding of relevant information about components of infor-
mation systems by means of its cmdb (Configuration Management 
Database).

The cmdb offers an organized view of the data and the intercon-
nection among the various types of assets (such as, for example, 
Systems, Hardware, Database, Location, Classification, Documen-
tation, among other valuable items).

The combination of this information with the personal data handling 
record shall provide a final view of the data handled by the organiza-
tion, enabling the necessary adjustments to be made to comply with 
the legal and regulatory requirements of the privacy and data protec-
tion rules and laws.

As an example, below is a mapping model for illustrative purposes:
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9.3.	 Information security

It is important to conceptualize initially that information security 
is based on some pillars as well as disciplines that deal with spe-
cific topics.

The pillars of information security are:

I. Confidentiality – Ensuring that only authorized persons have ac-
cess to information.

II. Integrity – Ensuring that the data maintain their original char-
acteristics or that they are not altered without due permission and 
control.

III. Availability – Ensuring that the information is available for use 
at any time.

Some of the information security disciplines are:

I. Access management – A discipline that aims to ensure that access 
is controlled and monitored. Some of the topics that stand out are: 
Authentication, Authorization and Audit. It is also worth mentioning 
that the technology area has in its characteristic the privileged access 
of some of its members, which requires additional control (known as 
Privileged Access Management) to ensure that only duly authorized 
persons can access with this level of permission.

II. Vulnerability management in information systems – The objec-
tive of this discipline is to act proactively mitigating possible failures 
in systems or systems architectures that could compromise informa-
tion. The process consists of identifying, classifying and addressing 
the vulnerabilities found. It is important to note that this “prioriti-
zation” is based on risk management, which consists of assessing the 
“probability” and “damage” that a vulnerability can cause in the asset 
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and, based on the risk grade, make a decision to minimize, avoid, mit-
igate or accept the identified risk.

III. Cryptography – A technique that encrypts data ensuring strong 
protection during data storage and/or transit. It is a technology that 
requires in-depth analysis before use as there are prerequisites for 
adopting such solutions that must be considered: 1) Encryption Type 
(Symmetric Key: the same key is used to encrypt and decrypt the data; 
Asymmetric Key: the key used to encrypt the data is different from 
the one used to decrypt the data). Another important item is the man-
agement of such keys against unauthorized access, loss or theft and 
that the process must comply with icp Brazil, which is the Brazilian 
digital certification system.

IV. Anonymization – An item commonly referred to in the lgpd 
to mischaracterize data as personal. It is a technical resource that is 
characterized by the irreversibility of the process so that there is no 
reasonable condition to return to the original state, that is, “personal 
data”. Some techniques used for anonymization are: 1) Suppression 
of attributes – this aims to remove a section or column in a database 
in the data set. 2) Record deletion – this is the removal of an entire 
record from the data set. 3) Character Masking – changing charac-
ters in a value of the data, for example, substitution by “*” or “x”. 4) 
Pseudonymousness – The data lose the possibility of direct or indirect 
association with an individual and only by means of the use of addi-
tional information can the data Holder be identified.

V. Additional topics that require attention – 1) Information se-
curity policies that establish rules and standards for protecting in-
formation. 2) Malware protection software. 3) Software to prevent 
data leakage, known as dlp (Data loss prevention). 4) Cyber Insur-
ance (when applicable to the model and risk to which the company 



GUIDE LGPD (Brazilian General Data Protection Act) – Pharmaceutical Industry

52

is exposed). 5) Security audits that can identify possible points for 
improvement. 6) Analysis of information security for critical systems 
(Pentest – it is a test that simulates attacks to systems and allows to 
anticipate possible vulnerabilities of the systems. Bug Bounty Pro-
gram – it is an award program for researchers and developers who 
discover vulnerabilities in applications and systems).

9.4.	 Response plan for personal data security incidents

The response plan for personal data security incidents is an important 
item in meeting the requirements of the lgpd and consists of the mea-
sures that shall be adopted by the organization when an information 
security incident involving personal data is identified.

A security incident can be defined as an event or chain of events that 
compromises information on one or more of the three pillars of infor-
mation security (Confidentiality, Integrity and Availability).

It should be noted that for the lgpd only cases involving personal 
data shall be considered. The topics below provide suggestions for 
possible basic steps in adopting a data security incident response plan:

I. Registration of personal data handling operations – The idea is 
to identify the volume of data, as well as the criticality of such data and, 
with that, prioritize databases containing “most critical information”;

II. Creation or designation of a crisis committee – Identifying sec-
tors and the respective managers in the organization who should be 
part of an action committee in view of an information security inci-
dent crisis involving personal data. Examples are the hr, it, Legal, 
Communication, Investor Relations and Information Security sectors. 
It is important to define roles and responsibilities for each member of 
this crisis committee.
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III. Prior identification of suppliers – Defining the need to use spe-
cialized services with third-party companies such as: 1) Computer 
Forensic Expertise. 2) Specialized Legal services. 3) Specialized tech-
nology and information security teams. 4) Specialized communication 
services with the press, media, customers and investors.

IV. Defining an internal response structure – Key people who guide 
internal and external communication must be identified. Another im-
portant point is to establish a response structure previously validated 
and approved for each specific audience, which include, among oth-
ers: 1) The data Holder. 2) The National Data Protection Authority. 
3) The specialized media. 4) The press. 5) Employees and Suppliers.

V. Simulation of personal data security incidents – The purpose 
of the simulation is to validate whether the points described in the 
plan actually work and how long it takes to mobilize the people in-
volved, creating a crisis room, establishing the necessary contacts, 
creating the necessary communications and, at the appropriate time, 
monitor the repercussions in the media and press. Simulation is an 
important exercise that helps to measure the response plan efficiency 
and effectiveness.

VI. Post-crisis measures – Validating whether the “exposed” data 
actually constitutes an organization’s database (Controller or Opera-
tor) and whether the data object of such an incident has the “Personal 
Data/Sensitive Data” structure.

VII. Documentation of what happened – Preparing detailed tech-
nical documentation of how such an incident occurred, what the les-
sons learned were, identifying possible systems that have the same 
exposure.
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VIII. Investigations and collection of digital evidence – Identify-
ing a possible person responsible for the crime as well as proving dil-
igence in conducting digital analysis and evidence.

IX. Monitoring in web and deep web environments – In case of 
leakage of personal information it is important to monitor social net-
works, web and deep web for repercussions of the incident and to 
identify possible “sales or negotiations” of personal data related to 
the event. There are specialized services that can be hired for such 
monitoring.



ANNEX I
Suggested Consent Form  
Template (Nonbinding)
(Controller of Personal Data and Controller’s  
Contact Information)

By this term I authorize the handling of my personal data for the pur-
poses of (list the purposes).

I also authorize the sharing of my personal data with the group’s 
companies and business partners involved in achieving the above pur-
poses (if possible, list the companies with which the sharing is carried 
out or their lines of activity according to the purposes listed above, 
e.g.: travel agencies, hotels, telemarketing companies etc.).

(optional)

I authorize the international transfer of my personal data to the 
group’s companies and business partners involved in achieving the 
above purposes located notably in the following countries (list the 
countries).

Name and qualification:

		  , 	  	 , 20	 .

Signature








